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(57) Abstract 

A data transfer method for preventing the malfunction of the conventional equipment which does not cope with cnciphcrmcnl at the 
time of transmitting enciphered AV information protected by a copyright through an IEEE 1394 bus. In the method, cipher identification 
information indicating the state of enciphermcnl of a real data part and the real data part are contained in synchronous data transferred 
through isochronous communication and encipherment is effected only on the real data part. According to this method, a transmitter 
transmits cipher identification information indicating the state of encipherment of the real data part contained in the synchronous data 
together with real data and a receiver which detects the fact that the real data part has been enciphered from the cipher identification 
information requests the transmitter to send deciphering information and, upon receiving this information from the transmitter in response to 
the request, deciphers the real data part by using the deciphering information. 
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10 '<fc$k<D=r— ^^M^iUcte I E EE 1 3 9 4£St& (ieee:THE institute of 

ELECTRICAL AND ELECTRONICS ENGINEERS. INC.) &fflC*fc:r — ^&!£!27 

IEEE Std 1394: 1995. High Performance Serial Bus) <> 

ieee i3 dAffimz&n&^—zifcmiziz. itzivykmmn^^vz 
j^pmnm<Dmm^—^(D^mizm^Tz7^^^u/7. (isochronous) 31 

(asynchronous) iHf£/^&D> M^Mtt I EEE 1 3 9 4/U±Ttffi 
EEE 1 3 9 4A7s±<7) 10(D^«^tB^-r^T-T V^D/ZA 0 ^-^ IrIA* 
20 i:« 1 ^ 1 ©Mi 1 MN ©MSHI©^^ D , /u±oioogfi*iai 

25 ^ry h^gfTTS. 
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*&. IEEEl 3 9 4Ml: WU ^ r5i ^ miT) 

******* v*)^m*m**3*\,itf>. i eee 1 3 9 4 ;u±i:^ 

*^^*»|IBT©^-^e2ISfx5 fcae)(DStt<i:LT4 IEC (IEC: 
international Electrotechnical Commission BIIS«A*9£tt) fc* 

(CIP: common Isochronous Packet) £HrtT 0 CIPv;^, 

^9 0 0. ^CRC901. 7^^DyxMo-K 9 0 2^, 
CRC 9 0 3*Sfc*. 7<v^n;x/^, 9 0 0 f ,^^ Q Q ^ 

NT****:,* 7<y^ny WD -H9o 2*>*« tc I P^ 9 
04 ^ m ' CIP^^9 04WI4, ^v^y.w^,, 
ffi^UT^^ttJ^^M^fi^^^V-x ID 9 0 6 £fc C I 

P ^ 9 0 4fett ' ^^^ n ^^°-K9 0 2 te «n^i 90 
5 ^*M*O^T*^* 6torFMT9 0 8 iFDF 9 0 9W 

9 0 5^^d^d-K9 0 2 & <h ttR 6 

M^Ttt**-* 9 0 5***TteC I 0 4^ 
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Avy'uh^JU^-vmmm^nofc&ozi-TymtVx, av/c 

3 7 > H t 7 h S § . (##^ti^: 1394 TRADE ASSOCIATION 
Specification for AV/C Digital Interface Command Set Version 1 . 0 
September 13, 1996) dtl £ ©3 T > F ^©JfcErttX'f *> > & U irT. ilif 

-fy^n 0 2 tDSfcu^c 1 p^\y^9 0 4^iE^\zmm^nx 

H ft 3. t^^f©§ifgftttif-^ 9 0 5 

mf^fc3&^5«t^^»^ fi£5fe<o«st*$uTtt, ^mtm^^r^mzci 
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20 ^\z^vxnt>n. mWT-*\z\zm?—&&<D^<kftM&&T&nmm%k 

«&^ 0 -tut)** «©f-^eMat©5if^f&o^, 
25 2i^rj*s^-c#s. . 
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H3CI4*56WO*«»«K:*^AKE3>hD-^T>K07*-7 S , 

15 h^rSt-TEl 

20 

-K«©»3C**L&HT?**. **Jt»»l4MPEG(Moving Picture 
25 Expert Group) Kl*» LfcT S P ( h 7 >X#- h J\*r v h) <D&mWC*Z.- 
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enc (i^r^mtmmtm-r) 9 1 0 5^i^nti^^§ 

jiff^fi 110 (h^ff ^fi 1 2 8 <hte I E E E 1 3 9 4 AX (J^T 13 9 4 
5 AXilSt") 1 1 1 ^ICT^WntUI). 

I^HIOOH 1 3 9 4 AX 1 1 l±lCil{f chTS 1 8 8/H 
OMPEG0h7>7^-h/^^hTSP £n£-§-fc^I& 1 0 1 IZ 

nvrihij-r^o -rt£ib-z>*mmm-et$. m^m o crni 8 8/h hcost 

10 SO^-^^tB^T^o Bt-^-fb^l 0 lti^g)c^l 0 6^£#3.<=>n£B£ 
fil 0 9£ffl^T{f-^l 0 0 WofeT S P ^raiTHi^t^. 

^mmmm-vitm^tm 109 ^m^bit $gic^^T^>o tti*#^ 105 

*3j;^tB*©3«cD^^$)^) 0 ttS^^^rl 0 5 & frmmt^&k 1 

15 o ^(D^<Di^^^ii^ats±/T^^^'&ic«, m#ini o o^^-tixo 
^io 5<D^i>m^itm^i'c$>^m^\z\ts Tsp&&±j&^mi o6*^s 

TOofcHt^Hl 0 9TPg-^bLTffi#U nt^b'ltfg9 1 OtCteffil£tli^T 
5. 0 5©rt^P*^ttl*T?^S«^JCtt, {&#2HU 0 0 T S 

20 P£gOTx3£m;:£{i-*§- (El^i±T) SfflAtsttfei:; n^Hb'li#9 l o 

OTXofcl 8 8 AW h<£T S PII4;H b(D7-XA^ry hA-y^#J]DbT 1 
9 2;H h©V-X/^7 h 0 5) Srttl^T^o CIP7'0 7 ^ 

^1 0 3te> V— XA-iry Mfc^ISl 0 2^6^OTXo7tV-XA^r^ MCC 
25 I Pa>>^9 5 4^01X7^ V^d;x^o-H 9 5 2 £^T5o 
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8 

mzc i p^n-z^ai 0 3H' mjtm&io l^^m-or^^tm 

«9 1 OSC I P^y^9 5 4rtti2irr*. 

0 7 teC I P^D-^Wl 0 3^^©omy^D/7Mo-K9 
5 2iZT-iV^uyx/^^y h^y^9 0 0, V^CRC9 0 1 *5«fctf^-^ 
5 CRC 9 0 3 *#lPLT7<y^Dyx/^y h^ts, 7-fy 
^□/7^D-K9 5 2©WAV7 , D H3;Kc^L7t^-^Ta&^,©-e, 
*^9 0 7©ttttl£T*. i4^l0 6(l i^J:o(:SSgfi2 
8 0 3i:^tx<y>^otW7 Nco^D t DlwcfcD^Hi o 

9£§mgffil 2 8Kj£{§U *fctfM©«fc'5tHgF^t^|gi o 1 f^LTfeBS 
10 0 9&tiijjTZ> 0 

139WyhAffiAfai0 8tt, 1 3 9 4/Ulll^Itllio 
5o T^fc-fe, 1 3 9 4/^hAfflA?ftl0 8tt, 7^7^D; W7 h 

eS(fflo^y>^7Dt7A^7 h£l 3 9 4/U1 1 1 Jitm*?* t h 
h\Z. 1 3 9 4/Ul 1 lfrZ&mVltJL-l is>i7Uj-7>rt*y h&m£.l£¥& 

i o 6^.tmti'?z>. 

1 3 9 4/1^7 h AtH^S 1 2 7tt, 1 3 9 4/U1 1 1 ksft&ft 1 2 8 
5o -Tfeto-fe, 1 3 94^yhAW*fftl2 7H, 1 3 9 4/Ulll^ 
1 3 9 4/U1 1 l*6S»Lfti< i /> i ,n^ W5 , |s Si4 ^ ftl 2 5 

KttLTma-r*. «4^si 2 5^6gTOofcx^y>/7 D ^/t 
^7S$i 3 9 4/un 1 tc^L-rm^-r^. 
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^ P- Kiflfcb^Kl 2 3H 1 3 9 4AX1 1 1 *>£>S(t LfcT'f V 2 UJ 
7.n>Tv h*1 3 94/^^ hAtHtr^gU 2 7 ^6^X0, 7< v^p/xa° 
■Jry h<D*^9 0 7 (Dl^ 1 T$>^l^t:(i7^f V ^7 D y □ - K 9 5 20 

f 9 5 2 srn^-^attj^is: 122 k** uTta^-rs. n^-zm&mk 122 

S^tofeJ'f o / ^-f n - F 9 5 2 \zMrr—9 9 0 5^t*l5« 
-giCte, - H 9 5 2 (D^sKAC I P^\y^9 5 4£l&£b 

TzM?—$ 9 0 5 &®m4fc¥®>l 2 1 £*U/Tffl2rr5. ^5= r — ^ttffi^ 

gl2 2tt, CI P^>y ¥9 5 4 ^ <=>/^ SftbfcB Ufc V— * I D 9 0 6 <tn&*HtWf 
$g9 1 Oi^i^Sl 2 5tC»UTttl*T5. £fcHlWfcti!$B 9 10(1 1g 

mtmzi 2 i KttLTfci^Kia^stts. ft^fsi 2 511 ^arrsj: 

3 IwSSfg^fi 1 1 0 tCIBITOl'f ->>^P±X51{f fciSXi' Dtxn 

ttti2 6^aj^-r^c m^itmki 2 in n^-^jfiiu^fa: 1 2 2^e^m 

L/tB§^'tffS9 1 OCfi^OO^tH ^-^tttti#P5l 2 2 7^£§ttIft-=> 
tzMf—^9 0 S-^BfefftW^-fb^l 2 0l:^UT-?-O*tai*U Ut^lf 
9 1 OtfMl^l <DP#tte> a^fiJc^Sl 2 5^£>gt«ofcB£^titl 2 6£ffl^ 

TH5r-^ 905 ^m^bu m^tLfz^^m^^it^ 1 2 0 c^tx 

El 3 A-Cli x< ->>^ P^XiHf KJ; Dfci2t£n£x-f >->^7 Dtx/^ 

SSt^^Sl 0 6<!:14^1 2 5.torflX*^ D t 0 AKE37> H 

(AKE: Authentication and Key Exchange )©H"7>F7^-Y7 b~C& 
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X«U AV/C3T>Ht7hl:lt§37>K < hU T , X^^d^xMT 

^m^xmm&mi i o^umi 2 8 tomx^oi&KHsftz, crne^n 

=gg 1 2 8 ©P^T\ *B^gB©KSE*>lfc*B| 109, 1 2 6(0^0 tO iZ&mtt 

*«©ss»3Wf*>n*. tufBAKE3T>K(c^, ffi^««c^-r«>ftre»^©» 

7>K^§ut^f 0 7JWJXAID2 0 0ttaSIO^O, OV&<D 

i3BttAKEXr^^737>KW§l/X*>X©7t-77h^e ) 
fcT. i3A©AKE7f-f^X37>H^^^cgfl^ f(?)AKE7,T 

fS^B 1 1 0 1 2 8 t(Dmi:\ ffiSSgSE*J:atBgp^at 10 9,126 

nfcTSPSttiHLT*»6»fil 0 9, 1 2 6&S^5S7©Hl:, i*fg=g 
SI 1 0iOF^T^©n^>H4oct^V7;^>X^0^i9-r-§) o C©n^> 
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Bl3 CtaAKE3>hn— ;H3 7>H©7*-77 h£&£>:bt"o AKE 3 > 
hD-J^7> Kl:*ltS7M , JXAfi«2 0 1 te, 7;WJXA I D 2 0 0 

0 1 ©#fcfy AKE3>hD-Jl/.37> K&J;tf AKE3 > hn— 

t^S. ^;U2 0 2te, it®AKE3> ho-J^Y> HP^O^Sr^flSfc-T 
;|/ 3 V > K £ 3Hf L <h L T . © A K E 3 > h o — ;U 3 "7 > F £ £fg L £ff 

m-&. MAKE 3 > hD— JU3T>HK©P?iCi8^SrWfflltC-rsfc»t, iliif 
15 5AKE3>hD-;^7>HI:#-A$n§7^2 0 2H S«J^g(§ Ufc A 
KE3>hD-iV37>H[:#A$nT^7^1/2 0 2 tHUISffiffltS. 
XT7y#^2 0 3H tf^^mg^^T^DihD^n^JlItC, i«©AKE 

3> h □— ;nn-7> KtcMbT i ^e>)nmc#^e>n?> t;i/S^t&s. 

20 E3V>'F©J#Oj£iJfcj&*j££*. 
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^itr-^ 2 0 7 icte. ffi^©M*BETSfcfc©iL»T* 
>*-> 3 >2 9 9 Oft^.j 7 7 ^ $- ( :UfcAKE3 > h o-^ 7 > K« 

TSfcBffil^*;^;*^-***^*, **&fro>S:*S*tiEL<Bfe$tlfc 

15 iti 0 9Oi^ W § o uOAKE3>hp-;p 3 7 >h .SS^ ? fc8i 
K o-;n3 v> HSigar*. 2 o 7 KttWWfc$n&i»»tt i 

o 9 attejfrt $ tax jiin $ n ^ o 

ftcf8i)!t5W5 ' ?t^2 0 4ft mmmmi i ots«s«i. 2 
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2 0 4\tJ 1t^77>^y3>2 9 9©^^UX-f b=*r— T >7*$LlZ\tV 
n>7s h?£ h*-<BP!NC<0*W8refc9, ^n^^ti^lC^Zl^IH 1 6 31 
IfBTFFi/cC^. y i?St 2 0 5 *«klW8y □ y 2 0 6 tt, AKE 

n> hn-;UnT> KT^O^Dt^f-^^- o©AKEn-7>HT-e2lb 

5 &ntSL^&'alZ®.m-t2>o -ff£tl%Z<Dm'&\Z\$. Slf-^I^K^®7'D 

ao|©^D»^roT-^Tft5!4^St, T-^fi2 0 9(ir-^2 0 7f:t 
^n^W^J^^-^S^/M htTSt. ^2 0 7(iAKED>hD-J^ 
10 t> KtioT-^OffiO $n5r-^T*S. AKEn>Mu-;l/nT>F£S: 
{3l/fcSBH J tOAKE3>ho-jl/37> SJ££F£5gf. ^(DVgCDfo 

■7 5/ h*$«fctfte<£:PIDT?&*»&<, Jfc^KlW:^— *2 0 7 W-S&nfe^&tZltttfm. 
15 H4H 10^e>^ltgS12 8C^LT^il 0 9, 1 2 6^ 

20 nx^?>w$s^t§. fi^ii o oa^ttj^snsTs p w^b^i o 

©T> TS P£H£^ti±T^CD££V-X/N°^y Mb^l 0 2^ttJ^-r^<h 
tfclw, nf ^btf $B 9 1 0(I«I0$!ii7jn. V—T.n'ry h^gl 0 2(1 

SW-^ofcT s ptc4;w h©v-x;^7 h^y^ttiabT, c i p^d^ 
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fy^y WD -K 9 5 2tlTtt*Tft. COW, CIP^9 5 4l: 
*Sft«tt*fc*ft9 lOCtt, 0l*6A*LfclT*60« 

<a££te*rtir£„ 7<y^oy W . y .hfl:?aio7ia, 3tt«to&7<y* 

C90lW^CRC9 0 3$#iDL T , 7^^Dy7/^,hW 
T<b. C07-f^ n y Wy Mt .1 3 9 4/tdr y hAffl*#ai0 8fi:«k 

15 10 1 nat-r. 

ttj*fr*i O5 0ftt« m ^ t> *^ai out ff^io 

°^ TSP ****** WcV-™*r * Hfc ¥ft ! o 2 fc» UtWtflJ 

C I P^D^ftfgi o 3ttffifl^sit a5a: , CIPA^9 5 4m 
T'fVfn/W^ft^iozAffl^. CIPA-^954 
+ ©B**fc1lf*9 1 Ott, flF^fai 0 l^UfcliHoSiffl^. 
7<V^/ W7H ^107H CIP7'P^ m i03^^ 
5 »^CIP^9 54my^y W D-F9 5 2 tlT7-fy^- 
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/T./^7^Mb, 1 3 9 4A^-y 0 8^t§o Z<Dl%> 

<Z>m*lttJi2>. 1 3 9 hAffl^l^l 0 8 «SOTXofe7< V * D J 

7^n>ry hsi 3 9 4;ui i i±^tb^»rs. ^7<vi7D;xA^7 

^^Wtditl^^n, 1 3 9 4 AX 111 ±KlteC I P'Xy ^*9 5 4(D^£7-< V 
/7 D-h'9 5 2 XZ&hjttT-i V 9 US7*K>TV hjWftM*WK:iffi*l5«fc 

o\Zt£2>o Z\(D7^ VZUJ7,n>Tv KSrSm lAc^lgfl 2 8T(t 139 
4/\°^y bAtti^^l 2 7W?tf9 0 7 &i^ AV7°D hDJl/tqiILfc7 

P-HJStti#^ i 2 3^tb^T^»o ^-r n— Hfflffl^igi 2 3 tz^mz^fr 

T-f V>7Uj7s)\>Ty h/d^7-f V^D7XMD-F 9 5 2 £*fltB LT^^- 
^tSai^l 2 2^tb*>T ^-^fflm^l 2 2(1 CI Ps\y?9 5 4 

^sn*nif-^-fbi*«9 i oty-x. i d 9 o 6 ^sm^^a i 2 s^ai^-r 

it£j&3M£l 2 5Wu ffiHtffctilffi 9 1 0SrW8^TM*U-T»S^i:Sr^mU 
V-X ID 9 0 6*>e>^®7-T V^P 7 7.71^-^ h§ffi*H^5©*« 
IU*811.10'r*5ui^5. Lt^3^ iM^12 5ttAV/C^T 
> K&fflV^Tie-^a 1 0 9, 1 2 6 &g3rr&3§f§> ^"504 td^Lfciiifl? 

l3 4tz:*5^T» 5fefAKEXf^^Xn7>F3 0 O^gllif 1 2 8*>e>3£ 

jg^ti 1 o^5H{f^n^o z.n\z^o^mmm 1 2 8 a. ntgii 1 oa^s 

[iAKEl/^>X3 0 1 ^m^mi 2 8lZ^bTiIii-r^>o u©AKEl/X 

^>x3o uz\z. mmmw.i 1 o ^ff^i^^ti? ssnft¥)@^ 7j^uxa 

0 lrtCk'^ h71t-f >$nt^(9, inCioT^fgll 2 8^ it 
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i&2 0 ltt2it^IBT ooooooooooioooio 

®*«*««l-..KI*-S-©¥0Cl,& ! !»t oTA V/C3T>K*^Ot(3i-5. 

!#B8tcw,mttt, aomni i o*iffs«sin 8 « ST 

Stl5AKE3>hD- W7>ra i. 7JWUXAIDW«*i 0 -?, T^=f 
' JXA ** 2 0 1 nmtl 6**tS-e ooooooooooooooio ifcs. 

0 2 2 0. 7 HI. 1 2 5 2 ioafc R R 

a £ R R b t #*#fl: S *lT***lTl>* £ t fctC. 7* dT .J XAmm 2 0 1 C 
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